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. Aims

visitors ands other individuals s collected, sfof\ed;andpx\ocessedWQmOf\danwwiﬂwUW@Dafa
Protections Act 2018 (DPA 2018) as seb out inv the Data Protection Bilk
Thwpolwapplmfoalbpﬂ\sonal/dam Pegm\dles&oaﬁwhﬁthmlbl&mpapﬂ\m\dﬁdx\ormafownah
. Legislahmand;(}uidatm

This policy meets the requirements of the DPA Q018. It is based onv guidance published by the
Informations Commissioner's Office (ICO) on the GDPR and the ICO’s code of practice for subject

access Qq Q@t@.

It also reflects the ICO’s code of practice for the use of surveillance cameras and, personal
3. Definitions
Term Definition
Personal, datas Any, information relating to- ary identifieds or
o Nare (ncluing inihcl)
e  Idenfifications number

e | ocation datas
° Or\hne/Lde,r\b}w,r\ suchy as o username

It may also include factors specific to- the

Special categories of personal data Personal data, whichs is more sensitive and, so-
e Racial or ethnic origin
e Political opinions

e Religious or philosophical beliefs


https://publications.parliament.uk/pa/bills/cbill/2017-2019/0153/18153.pdf
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-be-informed/
https://ico.org.uk/media/for-organisations/documents/2014223/subject-access-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/2014223/subject-access-code-of-practice.pdf
https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf

e Trade union membership

e Genetics

o meei:r\osz sudma&}mg,er\pm\t&r\etm@
Ldﬂ\i%tmhompw‘pose&

® Health - physical, or mental,

®  Sex life or sexual ontentation

Processing Angi}wig/don&topﬂsonabdai@ma&

Data, subject The identified, or identifiable: indiridual, whose

Data controller Apersomovor\gonmahmﬂwabdei‘ﬂmme&’dwe

personal data

Data, processor A persorv or other body, other than arv employee

Personal, data breach, A breach of security leading to the accidental
personal, dakax

L. The Datas Controller

StJo@ﬁstWSMpmmmmgwmwwmm
gorvernons, wisitors and others, and, therefore s o data controller, with the Headteacher as the

Each school, is registered as a datas controller with the ICO and, wills reneww this registration



5. Roles and, Reepon&bdAbe&

TMWW@&LWWWSMW&WSM andﬂwe/xiﬂml;
face disciplinary action

5.1 Goumernors

TMGmeMWWMWM@MWmWMWW%M

5.& Data Protection Officer

Thedatapnotedwmoaﬁﬁw DPO Pespon&blewoverseamg/themp&mﬂ\tahomqﬁt}u&pow

The DPO WMWWMQWMMWWWWMWMM
the ICO.

The school has arv independent; data, protection officer service supplied, by Global Policing Limited.
GMPmemeem—mmwmmwwm
sdwool&md;hauevastexpﬂ\mo@o}dat@pr\otechmmaﬂ'ﬂ\& Inﬁgowhwewwﬁshon&or\

e Telephone (answerphone) Olél ala 168l

e Email datarequests@globalpolicing.couk
o  \Website WWWQMMLQ‘Q%{.WUH data
5.3 Headteacher

Thondimdwmad&wﬂwempmme%ﬂﬂ\@damm&mmadw-w-dngba&&

Sk AW Staff

o Collecting, storing and, processing aruy personals datas inv accordance with this policy
e Informing the school of any changes to their personal data, such as o change of address
° CO!\MRQ/WDPOWWMDWU\%WW


mailto:datarequests@globalpolicing.co.uk
http://www.globalpolicing.co.uk/data

o Ifthey are unsure whether or not they have a lawful basis to- use personal, datas
irv s particular way

o Ifthey need to rely on or capture consent, draft v prisacy notice;, deal; with, data
Europeany Economic Area

o Ifthere has been o datas breach

0 Wheneumer they are engaging i a new activity that may offect the prvacy, rights

6. Data Protection PNno'\pL@s«

The DPA is based, orv datas protection principles that; our school must; comply withs

Processed, lawfully, fairly and irv v transparent, manner

Collected, for specifieds explicity and, legitimate purposes

Adequate; relexant; and, limited to- whats is necessary, to- fulfils the purposes for whichs it is
processed,

Accurate and, where necessary, kept up to- date

Kept for no- longer thary s necessary for the purposes for which it is processed,
Prooessed;wazwagzﬂwbmlbl&appropmoidgm

Tmmmmmstjmspmsmmwwwmmwm

7. Can‘i‘mg;pa\sonaLdom
7.| Lawfulness, Fairmess and: Transparency

We will, only process personal, datas where, we hare one of 6 lawful, bases' (legal reasons) to- do

The datas needs to- be processed so- that the school carv fulfilb ar contract withs the indiriduals
or the indisidual, has asked the school to take specific steps before entering into- o contract
Th@daf@nmd&fob@pmsedwﬂwbﬂ\@sd\mbmmplgw&v@legmobhgohom
The data needs to be processed to ensure the vital interests of the individual e.g. to- protect
someones life

Th@dal‘@need&fob@prooessedsoﬂ\at’d\@sd\ooh a&@publioauﬂ\mb* can/peraﬁorm/a/
The datas needs to- be processed for the legitimate interests of the school or o third, party
The individual (or their parent/carer when appropriate in the case of o pupil) has freely
givery clear consents

for processing which are set; oul inv the: Datas Protections At 018.



o basis for processing, we wills gets parental, consent (except for online counselling and, presentisve

7. Limitation, Miriumisation and Awmog/

We will only collect personal, datas for specifieds explicit and, legitimate reasons: We wills explainy

Staff must only process personal, data, where it is necessary i onder to- do- their jobs:
Whmsto&ﬁmbngennmdﬂw@mddamwhd@wmustmmwddmw
anonymised: This will be done iy accordance with the, Information and, Records Management,
Societg/s/too[/eii}afo{\sdwol&

8. Shmmg/pﬂ\sonal;dﬂb@

We will, not: normally, share personal, datar withy anyone else; bub may do- so- where:

® There is an issue with, o pupils or parent/carer that: puts the safety of our staff ab risks
®  We need to liaise with other agencies - we will, seek: consent, as necessary before doing
this
° Oww@w&wmﬁn@mn&dmwmwwmmwwwm
pupils - for example, IT companies. When doing this, we willi
0 Only appoint suppliers or contractors which can provide sufficient; guarantees that
o  Establish o datas sharing agreement, withs the, supplier or contractor, either i the
contract or as o standalone agreement, to- ensure the fair and lawfuls processing of
any personal data we share
0 Only share data that the supplier or contractor needs to- carny out their service,

We will, also- share personal, datas withy lawe enforcement; and: gosernment: bodies where we are
egally requived to- do 50, inclding for

The assessment; or collection of tax owed to HMRC
Inv connection withs legal, proceedings


http://irms.org.uk/?page=schoolstoolkit&terms=%22toolkit+and+schools%22
http://irms.org.uk/?page=schoolstoolkit&terms=%22toolkit+and+schools%22

We may also share personal data, with, emergency services and local, authorities to help them to

Where, we transfer personal, data to- a country o territory outside the European Economic Area

9. Subject Access Requests ands Other Rights of Individuals

Q.I Subject Access Requests

Indiniduals hare o right: to- make o ‘subject access request; to- gain access to personal, information
that the school holds about them: This includes:

Access to- as copy of the datas

The purposes of the data processing

Who the data has been, or wills be, shared with,

this period

The source of the datay if nob the indimidual

. Wheth@angzautmnated/dwswm makm;g/ bwmg/applwdtof}wpdam and, what the

Subject access requests must be submitted, i wiiting, either by, letter, emails o fai to the DPO.
They should, include:

Name of indiridual
Correspondence address
Contact number and, email: address

If staff receire o subject access request they must immediately, forward, it to- the DPO.
9.2 Responding to- Subject: Access Requests

May tell: the indiridual we wills comply within 3 months of receipt of the request, where o
request is complex or numerous: We will, inform the, individuals of this withiny | monthy and,
explmmv&vgﬂwexfﬁnsiml&nmwy



We will, not disclose information i i

° MWWWWM%WWW@W%WWWW

e Would rexeal that the child i ab risk of abuse, where the disclosure of that, information

would not be irvthe child's best interests

° I&mtained:Uvod,ophomor\pw\eni'aLordmnew‘d&

e Is giwento a court in proceedings conceming the child
ﬂ%w&t@wﬂﬁwnd&dwexm&www@uwba@m&w&wg&am&&a}w
Awmtwdbb@dwnedwb@unﬁundﬁdwem%wwmp&hwwask&hﬁuﬂﬁ@mw
When we refuse a request, we will, tell, the, indiridual, whiy, and, tell, them they hare the right to-
complain to- the ICO.

q3 Recording Subject Access Requests

A record will, be kept of all. Subject; Access Requests and, logged, onv the: SAR database: This SAR
A file is to be created for eachs subject; access request; and, inv it should, be the following
information: -
o Coples of the correspondence between the Trust and the data subject; and bebweeers the
Trust and, aruy other parties.
° Arecm\d/oaﬁﬂ\edwsimsmdhowﬂ\@Tmstwnetoﬂwosedw&m&
o Coples of the information sent to the data, subject: For example; if the information was
anonymised; keep a, copy of the anonymised version that was sent to- the data subject:

Q. Other Datas Protection Rights of the Individual

Irv addition to the right: to- make o subject access request (see abowe), and, to- receinve i

e Withdramw their consent; to- processing abr any time
® Prevent use of their personal, data, for direct marketing



® Request a copy of agreements under which, their personals data is transferred, outside of the
Europeany Economic Area
® Prenvent processing that is likely to- cause damage or distress
® Be notified of a data breachs in certain circumstances
®  Make o complaint to the ICO
e  Ask for their personal data to- be transferred to- a third: party, inv o structured; commonly,
used, and, machine-readable formats (i certairn circumstances)
IW@MWMWwwemmww%DPO.I}WWM@
request; they must immediately forward it to- the DPO.

0. Parental Reqxests«’ro See the Educational Record,

RW@WEWWW&LMWW@M%W@WWWM%W&L
respond withiry | month of the request.

1. CCTV

We use CCTV wmmmmmmwmwmw}e We will,
odher*etoﬂwICObcod&g&M'@Fonﬂwuseo}CCTV.

We do not need to- ask indiniduals pamis&mfouseCCTV,bubwenwk@lbdwwhm
p:wnmmbsignsexploinmgthabCCTVvaus&

Any enguiries about the CCTV system should be directed, to the: Head, of School:

|. Photogmaph& and: Videos

our school

We will, obtain writtery consent: from parents/carers for photographs and, videos to be takery of
H\md\ddrﬁoownmmmhom mo‘r\k@ngzand;panohonabmai‘fx\al& Wewdbdw{gexplmhow
Use&mag/mdud&

e  Outside of school by external agencies such as the school photographers newspapers;
oompaign&
e Online on our school, website or social, medias pages


https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf

Consenty cary be refused or withdrawry abs any time: If consent ts withdrawn, we will delete the

|3. Datas Protection by Design and, Default

Wewwﬁmwmw%w%@wmm@mmmmmqﬁw
data processing activities, indudingz

° AW@@MWDPQMWMW%WWM
fulfls their duties' and, maintairy their expert; knowledge
lamw (see sechion 6)

o Completing privacy impach assessments where the schools processing of personals data
presents a, high risk to- rights and, freedoms of individuals, and when introducing new-
technologies (the: DPO will, adwmise onv this process)
and any other data, protections matkers; we wills also- keep av record, of attendance

° RWWMWMW%MWWWMWWW@
o:\e/complwnt

®  Maintaining records of our processing actinvities; including

0 Forthe benefit of data subjects; making amailable the name and, contact details of
our school and, DPO and, all, information we are required to- share abouts hows we

o) Fwdbpﬂmnddam%@wehddmmtmnugmmmmoaﬁﬂ\@wq;
the data secure

l4. Data, Security and, Storage of Records

We will, protect; personal datas and, keep it safe fromv unauthonised, or unlawful access; alteration

Inv particular:

° PW-MMMWMWMMWWMWMM
there & general, access



o Passwords thab are ab least 8 characters long containing letters and numbers are used to-

e Eneryption software is used to- protect all portable denices and, removable medias such as
laptops and, USB derices
expected to follow the same secunity procedures as for school-owned equipment, (see our
IT Acceptable Use Policy)

®  Where we need, to share personal data, with, o thind, party, we cary out due diligence and,
8).

I5. Disposal of records

Pasonabdamthabl&nolongﬂ\mﬂiedwdbb@dwpoeed/oaﬁswu\dg Personal data that has

need to rectify or update t:

For example, we wills shred, or incinerate paper-based records; and, overwrite or delete electronic
files: We may also uses as third, party to- safely dispose of records on the schools behalf. If we do-
protection .

16. Personal, datas breaches

Tmmwmﬂmﬂemwmmmw@mmmm

In the unlikely event, of o suspected datas breach, we will, followw the procedure set: oub iy appendix
[.
When appropriate, we will report the, datas breachs to- the ICO withiny 78 hours: Such breaches irv a

® A non-anonymised dataset being published, on the school website whichs shows the exam
resulfs of pupils eligible for the pupil premium
®  Safeguarding information being made arailable to- arv unauthorised, persory
® Thetheft of a school laptop containing non-encrypted, personal, datas about: pupils
I'7. Training,
process:
legislations guidance or the schools processes make it necessary

18. Momtomng/an*angmwni&

The DPO s responsible for monitoring and reviewing this policy.
This policy wills be remienved emery & years ands shared withs the, governors:



This procedure is based on guidance on personal, datas breaches produced by the, ICO.

®  Data protection breaches could be caused by a number of factors. Some e are;
0 Loss ortheft of pupils stoff or Gomernors data, and/ or equipment on which data, i
stored;

Equipment, Failure;
Human, Ervor:
Hacking;

° Omﬁnmgmmmg@bmduwp&mmm%wmwmwm
immediately notify the DPO.

° TMDPOMWWWWMWWWW@MWWTOW
the: DPO will consider whether personal, datas has been accidentally or unlawdully;

Lost
Stoler

De/si'poyfe,d:

Alkered,

Disclosed, or made amailable where it should, not hare been
Mad@waﬂabl@founauﬂ\m‘{sed/people

O O O O O O O

0O O O O O O

e TheDPO WMM%HMW\@MWMQPWGWM

e  The DPO will. make all; reasonable efforts to- contairy and, minimise the impact of the breach,

° Th@DPOWdmeh@potﬂmamemmbmedmhwwmwmmdhm

° ThoDPOdewm%wbwhethmthebxmdwmustbempthoUn&ICO.Thi&mustbe}udged
oma;oase-bgrm&ebasi& Todedd&’dm@DPO dewn&d@hwheﬂ\ehﬂweb:\eﬂdm&hkd%’w
nwbe(\{al/dcmag@(e/.gz. emohonal;dxsi‘pes&)mduquﬂ\noug}n

Loss of control over their data
D4 . . .
Financial loss

0 O O O


https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/

Unauthorised, reversals of pseudonymisation (for example; key-coding)
Damage to- reputation

o O O O

I&iﬁshkdgﬂwabﬂwmwdbbew%topwplés%mdﬁm&ﬂﬁ@Dpo mustnot%gﬂ'w
ICO

The DPO Wdemunﬁnbﬂn@d@d&mv(dﬂ\mwag),mwselbwdxaUmgedab@lawdatebg
the ICO wmu@w@u@a&e&&db@fh@b{m Documented, decisions are stored i the

Where the ICO must be notified; the DPO will, do- this vias the ‘report, as breachy page of the
1CO website within 73 hours: As required; the DPO wills set out

0 A description of the nature of the personal data, breach including, where possible:
* The categonies and, approximate number of individuals concerned,
. Th@coiegomwand;appromoi@numb@o}:pasonddat@m\d&
concerneds
o) Th@nmaandc,onm&deimb%ﬁfh@DPO

0 A description of the likely consequences of the personal, data breachs
o} Adew‘phomo}ﬂwemm&u‘e&ﬂmbhmbwn or will be takery to- deal with, the breach

Ioﬁolb’dﬁeobovedeiml&mnotyebknoku’dﬁeDPO Wdlmepor\twmdva&ﬂwﬂg/oamvwﬂun
73 hours: The report, will, explair that there s o, delay, the reasons why, and, when the: DPO
expects to have further information: The DPO will, submib the remaining information as soon

The DPO will also assess the risk to indiniduals, agmmbo.sedomﬂwemi‘gmdhkdihoodz

of potential, or actual impact: If the risk is highy the: DPO wills promptly, informy inv winiting, all
individuals whose personal, datas has been breached: This notification will set out

o The name and contact details of the DPO

0 A description of the likely consequences of the personal, data breachs
e} Adm&phorvoa@’d\@mm&u‘e&ﬂwbhmbwu or willl be, takerv to- deal with, the data

The DPO will, notify aruy relessant; third, parties whio- canv help mitigate the loss to indiniduals
- for example; the police;, insurers, banks or credit; card companies

The DPO will, document; eachs breachy inrespectiae of whether it i reported, to- the ICO. For

o Facts and cause
o Effeds


https://ico.org.uk/for-organisations/report-a-breach/
https://ico.org.uk/for-organisations/report-a-breach/

o Action taken to contain it and ensure it does not happen agairy (suchs as establishing

Reamiemr and Evaluation

The DPO dexmuhM@HmdeﬁdeLm@&anWhﬂbhﬂpp@n@dond}howibmb@
once the matter has beerv resolmed.

Once the initial aftermath of the breachs is omvers the DPO and Executive Headteacher should fully
review both the causes of the breach and the effectireness of the response to- it It should be
wittery and, sent to- the next anailable Trust Board, meeting for discussion: If there is the
WMMM%@WMWTM&MW@M%WW&W

Actions to- Minimise the Impact of Data Breaches

We will, take the actions set: outs below to- mitigate the impact of different; types of data breach,

focusing especially on breaches inwolving particularly risky or sensitisve information: We, wills

Sensitire information being disclosed via email, (including safeguarding records): -

become amare of the error

®  Members of staff who receive personal; datas sents iny error must alert the sender and, the
DPO as soon as they become amare of the error

o Ifthe sender is unarailable or cannot recall, the email for any reasony the DPO wills asks
the IT Manager to- recalls it

e In any cases where the recall, is unsuccessfuls the: DPO will, contact the relexant,
unauthorised indiriduals who- receinved the email; explairy that the information was sent irv
sameo#r\eplimtblblmangzwagz

® The DPO will ensure we receive a writters response from all the indirviduals who- received,

° TMDPOMWMMMM%@MMWWWWM



Sims

Data Pupll data, - Addresses, Names, DOBs; Family contacts, Siblings; Medical
Dota, Meals, birth certificates; and other personal documents, passports
Parents informations- Names; contact details; DOB, legal access.
Teacher information, - Names, Addresses; contach details: next of ki

Tnpub Admin, - Business Manager

Permission General Privacy Notice issued April 2018

Used Census - daily school management, - emengencies

Deletion 7 years after child has lefb the school

Third Party Local, Authordy - Sims

Stoff files on computer and, paper based

Data, Wide and varying matenial to- monitor child, progression - wills include
specific information to- the, role,

Input Self-recorded by staff

Permission General, Privacy Notice ssued April 2018

Used Help with day to- day management, and, school, operations

Deletion End of year deletion, or port to- nexd; teacher

Third Party NA

Website

Data Information held aboub the school and, includes pictures and norv-
dentifiable information.

Tnpub Named, persory inv the, school

Permission General, Privacy Notice ssued Aprils 2018

Used For people to- find out about the school

Deletion Yearly update and, compliance check

Third Party Primary site Website




CPOMS

Date Child Protection, montforing, safeguarding and: pastoral / weljare
moniforing

Tnpub Al stoff can inpubs - bub access s limited to- need to- know

Permission General Privacy Notice tssued; Aprb 2018

Used, Support children, while inv the school

Deletion After the child: reaches the age of 25

Third, Party CPOMS

SPTO

Data Allows for- analysis and; sharing of pupil, progress and, attainment, dotax

Tnpub Teachers

Permission, General, Privacy Notice ssued Aprl, 2018

Used To monifor the progress of childrervs education

Deletion when, child reaches the age of I8

Third, Party EES hosb the cloud, system

Group Call

Data Computer system, that, stores names and, phone numbers

Tnpub Admiry - Senior Leadership

Permission, General, Privacy Notice ssued, Aprl, 2018

Used, For texting parents and, teachers

Deletion | months

Third, Party Group Call,

Tapestry

Data Childrervs informations and learning journeys are recorded,

Tnput Teachers - Teaching assistants

Permission, General, Privacy Notice issued Aprl, 2018




Used To monitor the progress of children

Deletion Wherv child reaches the age of |8

Third, Party Tapestry

Visitor Management

Data Records and, stores details of visitors to-the school including name;
times, who-they are seeing, vehicle details and DBS checked,

Inpub Self-Recorded, -~ Admiry team monitor the, systenm

Permission General, Privacy Notice issued April, 018

Used To allow for management, of wisitors to- the school

Deletion Every two years

Third, Party InVentry

Class DOJOs

Data Records childrervs names and, classes: Displays themv as a) cartoor
character

Input Teachers - childrery can self input

Permission General Privacy Notice issued Aprib 2018

Used To monitor and, reward, beharsiour

Deletion Whenv child reaches the age of |8.

Third, Party Kinetic Insight Ltd:

Lexia / Mathletics / ngAmpe

Data, Childrens detalls are recorded; to- allows for- log v ands monifoning
Tnpub Self-Recorded, - Admin team monitor the system

Permission General, Privacy Notice issued April, 2018

Used Educational software used, biy the, school to- aid, education
Deletion Whenv child, leaves the schools

Third, Party

Lexia, / Mathletics / Linguscope




Swimphomé;

Data Childrervs data is recorded on this system as well, as progress irv
SWAMMIng:

Input Teachers

Permission General, Privacy Notice issued April, 2018

Used, To monitor and reward, progress inv swimming;

Deletion When child reaches the age of |8.

Third, Party Kinetic Insight; Ltd.

S%SO.M:‘-

Data Childrery data is recorded to allow them to- use the system

Input Teachers

Permission General, Privacy Notice issued April 2018

Used, Students capture their learning using, this system

Deletion When child reaches the age of 18.

Third, Party Seesame

School, IP

Data Records the details of staff and, appraisals

Input Senor leaders and, appraisal, leads.

Permission General, Privacy Notice issued April, 2018

Used, Monitor staff and, conduch appraisals

Deletion Two years after the staff member has left:

Third, Party School, IP




